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Network Administrative Services: 
1)      Maintenance of all network equipment – can you provide a list of the networking 

equipment by manufacturer and model number – This information is not currently 
available and will need to be investigated by the IT Services Provider with 
recommendations on policy and procedure going forward.  (Note: This answer will apply 
to multiple of the following questions.) 

2)      Maintain WAN and LAN networks – can you provide a diagram of your current WAN 
and LAN networks – See above 

 
Server Administration Services: 

1)      Applications – can you provide a list of all applications (server based and locally 
installed) by manufacturer and versions that will be our responsibility 

a.       Email – what is the current email platform the Village is using – See above 
2)      Databases – can you provide a list of the database platform used and the current 

version (SQL, Oracle, etc.?) – See above 
3)      Operating systems – can you provide a list of the manufacturer and versions of server 

and workstation operating systems– See above 
4)      Server information – can you provide a list of the manufacturer, model, serial 

numbers, configuration (total disk space and disk space used/free, RAM, processor(s)) 
and age of each server? – See above 

 
Desktop Administration Services: 

1)      Desktops / Laptop – can you provide a list that contains manufacturer, model number, 
serial number, configuration and age of each desktop and laptop– See above 

2)      Create and maintain system images for deployment – Does the Village own desktop 
imaging software, if so please provide the manufacturer and version. – See above 

3)      Mobile Devices –  
a.       How many tablets would need to be supported?   – See above 
b.      How many smartphones would need to be supported? – See above 

 
Personnel 
Availability 

1)      The days of the week that support will be provided will be mutually agreed upon 
between the Village and the proposer – Is there a minimum number of days per week 
that the Village would like to have a regular scheduled onsite IT admin visit? – This is 
contained in the RFP.  See paragraph titled “Site Manager.” 
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Planning 
Support Plan 

1)      Desktop deployment of Office (Possible migration to Office 365) – Is Office 365 
currently being utilized?  – See above.  (A limited number of users are currently using 
Office 365, but staff is primarily on desktop versions. 

2)      Cloud applications  
a.       Are there other cloud applications currently deployed?  If so, can you provide 

the manufacturer, version of software and URL – See above 
b.      Are there plans to migrate to other cloud applications in the next 12 

months?  If so, can you provide the manufacturer, version of software and URL – 
See above 

3)      Printers / Multi-function / Copiers 
a.       Would the village require the IT support company to support these devices?  If 

so, can you provide the manufacturer, model number and qty of each device as 
well as if it is a local printer or on the network– Not at this time.  The Village has 
a provider to support these devices. 

4)      WiFi  
a.       Can the village provide the manufacturer, model number and qty of each 

Wireless Access Point and / or gateway? – See above 
5)      Internet and Circuits 

a.       Can the village provide the number of circuits at each location, the ISP or 
Carrier, the type of circuit and speed? – See above 

 
Security Plan 

1)      Maintain remote access in a secure environment as needed and provide remote 
access administration as requested by designated Village personnel – What resources 
are accessed and utilized remotely and by how many staff overall? – The only personnel 
with remote access capabilities is the IT Service Provider. 

 
General Questions 

1)      I noticed that there were six departments that make up the village on the web site.   
a.       Are the police and fire departments connected into other municipalities 

systems such as fire or emergency response that we need to support? – No.  
b.      Are the police and fire vehicles utilizing laptops or tablets, software or other 

technologies that would need to be supported and maintained by the IT support 
provider – Yes and see above. 

2)      Communications 
a.       Telephone system support – would the village require the IT support provider 

to also be responsible for the support and administration of the telephone 
system?  If so can you provide the manufacturer and model number of the 
phone system and the total number of telephones throughout all the locations–  
The Village has a vendor that supports the telephone system. 
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b.      Long range communications (Walki-talkies) – would the village require the IT 
support provider to also be responsible for these systems? – These are 
maintained separately and would not be part of this RFP. 

c.       Website – would the village require the IT support provider to also be 
responsible for the website? – No.  The Village has full support from the vendor 
that designs our website. 

3)      Current Issues / Recent Downtime 
a.       I saw an article from the Tribune about the village getting hit with ransomware 

in February 2015.   I know this was from February but often people are targeted 
a second time once a successful attempt has been achieved.  Has this issue been 
fully resolved?  Are there remnants of this incident that still need to be 
addressed or cleaned up? – This was an isolated incident, but the IT Services 
Provider chosen by the Village will be expected to be proactive to prevent any 
further breaches and maintain our system integrity. 

b.      Please list the top issues or problems that may currently exist that may be 
causing daily or weekly downtime, lost revenue or lost productivity that need to 
be addressed immediately by the new IT provider? – We do not have any specific 
issues at this time. 

c.       What is the main reason(s) that the village has decided to look for a new IT 
support company at this time? – As contracts reach their maturity, the Village 
policy is to go out for RFP. 

d.      Is the village entertaining hiring a single employee as a staff / contractor or is 
the village looking for a company? – No.  The Village wishes to fill the position 
with a consulting company. 

 
 

http://www.chicagotribune.com/news/local/breaking/ct-midlothian-hacker-ransom-met-20150220-story.html

